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1 Overview What isit?

2 Design

The CA qtavay was deeloped at the APS by Jim oalkowski. Present
development is done by Janet Anderson (APSY, Héf (LANL) and Ralph Lange
(BESSY).

The CA aqatevay is an application that uses a CA client on thweelointertice to
connect to channels (PVs) and sets up monitors to those channels. It uses the portable
Channel Access Seaxr (CAS) to preide these channels to other CA clients (the
upper interbce). The channels’ data is cached. There is an Access Security layer
within the gatevay to configure whose clients from which hosts mayeh@ad or

write access to a channel pided by the gtavay.

How does it work?

There are fig basic functional blocks:

1. CA Sener:
The qatavay uses the me “portable” Channel Access Semvto praide its
channels to the clients on the “upper” netiy

2. Access Security:
There is a leel of configurable Access Security for th@tval Connections
(i.e. the channels thetpvay provides to its clients).

3. Virtual Connections:
A Virtual Connection (VC) may either v&a “real” PV name or an alias name
that is mapped to axisting PV on the lwver netvork. Configuration of Access
Security and VCs (real and aliased) is done using ASCII configuration files the
gatevay reads when it starts up.

4. PV Channel Cache:
For each requested “real” PV a connection via theetonetvork will be
established. All channel atttites are read and a monitor for tladue is set up.
The attritute and alue data is cached.
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3 Applications What is it good for?

5. Channel Access Client:
The CA client established the PV connections across et ioetvork.

Major design features:

» There is only one connection between tia¢agay and each seev of “real”
PVs compared to one for each client. This minimizes the number of TCP
connections as well on the upper as on thetmetvork.

» Read accesses from clients are answered from the data cache. There will be no
traffic on the lover netvork for read accesses.

e The I0C sends monitorvents (\alue or seerity changes) only to theatpvay,
which distrilutes them to the clients. This minimizes theficadn the laver
network and the load on the 10C.

» PV connections may be held open for a configurable time after the last client
disconnects. This gas CA open or close actions on the 10C if there are clients
(like scripts or some SDDStools) that open, read and close a set of connections
regularily.

3 Applications  What isit good for?

4 Status

Reasonable uses of the CA Ged include:
Controlled Accessto a Secure Net

Running the CA Gateay on a host equipped with@wetwork interface cards may be
used to isolate a prate high reliability neterk from other netwrks. The netwrk

and 10C load implied from CA clients in other nets is limited and independent from
the number and the behaur of those clients. Additionally access can be restricted
using the Gatgay’s Access Security Layer

Channel Name Aliasing

A Gatavay running on a host within the controls netiwmay be used to introduce
PV name aliases. This may be useful for testing database structures or to limit the IOC
load for popular channels (Bkbeam current, lifetime).

Panel Speed Up

If the OPI consoles are running on a MBit/s network while the IOCs still use
10 MBit ethernet, accessing the PVs through a @ayerunning on a terinterface-
machine may speed up the connections to the OPI panels: Theagatdl handle
the distrilution of monitor gents to may CA clients through muchakter than the
IOC, which has to send all the monitors using ther $iloe.

Local PV Repeater

The Gatevay may be configured to use the loopbacketras upper inteafe instead
of the “real” netvork. So all CA clients on this host may connect to the locaivizste
which acts as a repeater andntlles all CA connections on this host. @ikne
MEDM process bndles all CA connections from tifent panels on one displpy

Does it work?

Some seere lugs — as well in the Gatay itself as in the GDD library it uses —
have been fied. There are still mgrieft.

The Gatevay will not handle ENUM type data properlyhis problem is currently
being worked upon.

There is (almost) no documentation.
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5 Plans What is on the to-do-list?

The natve HP-UX and the CenterLine C++ compilers will not compile GDD and
CAS properly This seems to be a problem of those compilers, not of the code. The
GNU C++ compiler compiles the Gatay without problems. GDD/CAS has been
compiled under Solaris, WIN95 and VMS.

The Gatway is under heg development. It has not been thoroughly tested.

Nevertheless: it is being used in the production systems at APS and BEBSYgy
asitis.

5 Plans What is on the to-do-list?

The Gatevay should wrk tranparently: A CA client should see nd@iénce between
a direct connection and a connection that is routed through w&3ate

There is some more dedpging waiting to be done.
There has to be documentation omvo use the Gaveay.

As soon as the CAS is thread safe, there will be a chance to ruat@vaygon an
IOC, which might be useful in some cases.

There might be a chance to getiftWal Gatevays” running, i.e. multiple afevays
running on diferent ports that may be coonfigured independewthjch share the PV
data and attribte cache and its PV connections. (Comparable to thtu&V Sener”
feature of some http-sesxs, e.g. apache.)

Any suggestions areevy welcome. ¥lunteers for Beta-dsting, too.
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5 Plans What is on the to-do-list?
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Design

To Clients

CA Server

ity

BRVEERN

PV. Chiannel Caghe;

CA Client

To PV Servers

“Upper” Network

New “Portable” Server

VC Names May Be
“Real” PV Names
or Aliases

Attributes and
Values are Cached

“Lower” Network

 Reduces Number of TCP Connections
 Reads are Answered from Cache

» Events are Distributed to Clients

PV Connections may be Held
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Applications

Controlled Access to a Secure Net

Gateway Private
with 2 Network Secure Net
Interface Cards
| |
(OPI)(OPI)( OPI )

Channel Name Aliasing

Gateway —\ g‘

(or ) (Cor)(om)

@ Ralph Lange: CA Gateway Update 40f7
BESSY .
European EPICS Meeting 1998



Applications

Panel Speed Up

10/100 MBit/s Switch )

100 MBit/s \_ LlO MBit/s
 Gateway
with 2 Network
Interface Cards]

Local PV Repeater

@ Gateway

' Using

back “ )
. oo | “Bundled” CA
A Connections

@ Ralph Lange: CA Gateway Update 5of7
BESSY .
European EPICS Meeting 1998



866T Bunsa SOId3 ueadoing ASS

3a
1109 arepdn Aemales y) :ebueq ydrey @

ASSIg pue SdV 1e WwalSAS uonanpold ul pasn
palsal Alybnoioy] 10N

(saop ++0) sauriql7 SYD pue
aaos ay1 ajidwo) 10u saop Jajidwod XN-dH aAneN

uoneuawWwnI0d ON

ered NN Yum swajqold

paXi4 uaag aney
(uiw Jad sayseld g 01 dn Buisne)) sbng alanas awos

sNeIs




866T Bunsa SOId3 ueadoing >mmm©
110 arepdn Aemales y) :ebueq ydrey

¢suonsabbng Auy

ayoe) eieqg Ad auQ alreys sAemares) ajidiini
. SAemales) [enuiA,

(SHIOAMAXA) DO| U0 3|ge|ieAy Aemares) ayeN
uoneluswnoo
Buibbngaq a1oN

Aemales) ay) eIA pue Apoaaig Ad
e Bulssaddy usamiag adualalig ON aq p|noys alayl
:Aouaredsuel] urelqo

sue|d




	CA Gateway Update
	1 Overview What is it?
	2 Design How does it work?
	3 Applications What is it good for?
	4 Status Does it work?
	5 Plans What is on the to-do-list?
	CA Gateway Update
	Overview
	Design
	Applications
	Applications
	Status
	Plans


